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Decision/action requested

This contribution proposes to update TR 33.740 solution#2
2
References

[1]
3GPP TR 33.740 V0.2.0 

3
Introduction

This contribution proposes to update solution #2 in TR 33.740 [1]. It is proposed to remove the following EN:
Editor's Note: whether the IP address change should be specified in SA3 is FFS. 

Rationale: Link Identifier Update (LIU) is specified in TS 33.536 which when used in the U2U relay scenario to protect privacy of the UE may lead to breaking the communication between Source UE and Target UE without proper IP change handling. Therefore, to avoid this issue LIU procedure needs to handle correctly the Source UE or Target UE IP address change in the case of UE-to-UE Relay relay scenario.
4
Proposal

It is proposed to add the following changes to solution #2 in TR 33.740 [1]. 

***
BEGIN OF CHANGES
***

6.2
Solution #2: Privacy handling for Layer-3 UE-to-UE Relay based on IP routing
6.2.1
Introduction

This solution addresses Key Issue #4: Privacy of information over the UE-to-UE Relay and in the case of the 5G ProSe Layer-3 UE-to-UE Relay.  
A Source UE (UE1) communicating with a Target UE (UE2) over PC5 unicast links, via a UE-to-UE Relay, may need to change its Layer-ID, MSB of Knrp-sess ID and potentially IP address/prefix and other identifiers, e.g., for privacy reasons. 
When a Source UE changes its identifiers, the UE-to-UE Relay also needs to update its identifiers at the same time (as per the Link Identifier Update (LIU) procedure defined in TS 23.304 [8] and TS 33.536 [9]) since the PC5 link is established between UE1 and the UE-to-UE Relay. In the case where UE1 changes its IP address/prefix, its Target UE must be informed of UE1’s new IP address/prefix since communication between UE1 and UE2 is IP-based. Note that the UE IP address is protected over PC5, however existing LIU procedure mandates the change of IP address for IP communications, as per TS 24.554, clause 7.3.2.4. Furthermore, the UE-to-UE Relay must as well be informed of UE1’s new IP address/prefix since the UE-to-UE Relay handles the IP routing of messages exchanged between the UE1 and UE2. In other words, when used in the UE-to-UE Relay scenario, current LIU procedure would lead to breaking the communication between Source UE and Target UE without proper IP change handling. Therefore, LIU procedure needs enhancements for the UE-to-UE Relay scenario to correctly handle the Source UE IP address change (or Target UE IP address change if LIU procedure is run between Target UE and the UE-to-UE Relay) to avoid this issue. 


Likewise, UE1 may be communicating with more than one Target UE over the PC5 unicast link via the UE-to-UE Relay. In that case, all Target UEs must be informed of UE1’s new IP address/prefix.
6.2.2
Solution details

Figure 6.2.2-1 illustrates the procedure between the Source UE (UE1), the UE-to-UE Relay, and the Target UE (UE2) handling the change of identifiers at the Source UE. The Link Identifier Update procedure defined in TS 23.304 [8] is reused between UE1 and the UE-to-UE Relay complemented with additional messages between the UE-to-UE Relay and UE2 (i.e., Target UE(s)).
The new procedure between the Relay and the Target UE(s) is needed to inform the Target UE(s) about UE1’s new IP address/prefix. The Target UE(s) do not need to change their IDs at this point since they are using a distinct PC5 link with the UE-to-UE Relay. The UE-to-UE Relay however needs to inform UE2 of UE1’s new IP address/prefix during the Link Identifier Update procedure between UE1 and UE-to-UE Relay to avoid disruption and loss of communication between UE1 and UE2.
This solution applies to Layer-3 based Solutions #2, #3, #11, #12 and #34 described in TR 23.700-33[2]. These solutions are all based on IP routing functionality at the UE-to-UE Relay with a difference related to the proposed method for IP address/prefix allocation. With some solutions, the UE-to-UE Relay allocates the IP address/prefix to the UE, while for other solutions, a link-local IP address that is assigned by the UE itself is used and sent to the UE-to-UE Relay. Differences in the procedure detailed below are explained when needed.
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Figure 6.2.2-1: Privacy handling procedure for 5G ProSe Layer-3 UE-to-UE Relay
0) A PC5 unicast link is established between UE1 and the UE-to-UE Relay. A distinct PC5 unicast link is established between the UE-to-UE Relay and UE2. Both Source/Target UEs learn their peer UE’s IP addresses/prefixes via the Relay UE using e.g. DNS. IP data is exchanged between UE1 and UE2 via the UE-to-UE Relay over the PC5 unicast links. The UE-to-UE Relay handles the routing of IP packets to another PC5 unicast link based on the destination IP address/prefix. 

1) UE1 is informed (e.g., via the application layer, privacy timer expiration) that its Layer-2 ID, Knrp-sess ID, and IP address/prefix, must be changed. UE1 sends a Link Identifier Update Request message to the UE-to-UE Relay, which includes the usual parameters sent on the Link Identifier Update Request message, e.g., new Layer-2 ID and new MSB of Knrp-sess ID. In addition, information related to the change of IP address/prefix may also be included e.g. “new IP address needed” and “inform peer UE” indications as well as UE2’s specific information needed at step 2, i.e. UE2’s IP address/prefix, UE2’s user info. 

a) The “new IP address needed” indication is included to request a new IP address/prefix for UE1 from the UE-to-UE Relay. 

b) If UE1 uses a link-local IP address, a new link-local IP address is self-allocated on UE1, sent to the UE-to-UE Relay using the Link Identifier Update Request message and, in this case, the “new IP address needed” indication is not included. 

2) If the “new IP address needed” indication is included, UE-to-UE Relay assigns a new IP address/prefix to UE1, otherwise, the UE-to-UE Relay saves the new IP address/prefix provided by UE1. If the “inform peer UE” indication is included, the UE-to-UE Relay uses UE2’s specific information received at steps 1 to retrieve the PC5 link established with UE2 and sends a new PC5 Relay Update Request message to UE2 over the PC5 link including UE1’s new IP address/prefix. 

3) UE2 saves UE1’s new IP address/prefix. UE2 sends a new PC5 Relay Update Response message to the UE-to-UE Relay including all parameters received on the PC5 Relay Update Request message to ACK them. 

4) UE-to-UE Relay sends a Link Identifier Update Response message to UE1 including the usual parameters sent on the Link Identifier Update Response message, e.g., new Layer-2 ID and new LSB of Knrp-sess ID and including UE1’s new IP address/prefix. 

5) UE1 completes the Link Identifier Update procedure by sending a Link Identifier Update ACK message to the UE-to-UE Relay. UE1 starts using its new IP address/prefix. The new Layer-2 IDs and Knrp-sess ID associated with the PC5 unicast link are also used at that point. 

6.2.3
Evaluation

TBD
***
END OF CHANGES
***

3GPP

SA WG3 TD


IP Data
UE1
UE2
UE-to-UE Relay
0. PC5 unicast link #2
IP Data
1. Link Identifier Update Request
(“new IP addr needed”, “inform peer UE”)
2. Relay Update Request
(UE1 new IP addr/prefix)
3. Relay Update Response
(UE1 new IP addr/prefix)
4. Link Identifier Update Response
5. Link Identifier Update ACK
0. PC5 unicast link #1



